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Risks Come in All Shapes and Sizes
Natural Disasters
Hurricanes, Flooding, 
Earthquakes, 
Tornados and Fire

Normal Accidents
Bad Patches, User 
Error and Hardware 
Failures

Security Breaches
Malware, Ransom 
Ware and Attacks by 
Bad Actors - Foreign 
and Domestic



Long-Term Storage Growth & Retention 
Times Increasing

DATA GROWTH

The Global 
Datasphere will grow 

from 33 ZBs 
in 2018 to 175 ZBs 

by 20251

ARCHIVAL GROWTH

The growth of 
archive data 

outpaces the growth 
of transactional data 

and high-performance 
apps

LONGER RETENTION

Archival data 
retention 

requirements of 
100 years or more 
are now common



Ideally A Multipronged Approach is Best



Offsite Tape Vaulting

Slotted                                     Closed Container





• Secure vehicles and vault
• Employees accurately screened
• Facility maintains correct environmental controls
• Easy to use client interface to manage inventory
• Ability to provide rush and critical delivery of media
• Heritage of Trust and Operational Excellence
• Auditable 
• Multiple solution provider – future needs

Tape Vaulting – What to Look for



Secure Offline Storage

• True air-gapped
• Cost-effectively meet compliance 

requirements

• Ultra-low cost, simplified pricing 

• Native integration with existing backup 
services

• No tape gear or tapes, no technician and 
no upgrade requirements



SOS Cold Storage: How it Works
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1. Data is uploaded to 
S3 Bucket

3. Tape is stored offline, 
offsite at vendor vault

4. Data is restored back 
through the S3 Bucket

2. Objects are stored on  
physical tape by 
vendor
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Offline Cloud Storage – What to Look For

● Gold copy of valuable data for ransomware recovery
● True “air-gap” takes data offline 
● Multi-factor authentication ensures safe recovery
● Easy pricing model; no extra costs to access data
● Virtual compute available to failover and recover
● Clean room data verification to recover from 

ransomware (add-on service)



Cloud Storage - Archival

Solutions to protect your entire organization

Long-Term Backup
• Backup physical or virtual servers
• Backup to a local appliance, to the cloud

… or both
• Retention policies to meet your needs

Rapid Recovery
• High availability or DRaaS for your physical, virtual, cloud servers
• Real-time replication across platforms
• Rapid failover to the destination of your choice
• Tier 1 protection to meet optimal RPO & RTO

Data Migration
• Migrate physical, virtual or cloud servers, “any to any”
• Real-time replication across platforms
• Minimal downtime… Minimal risk… Minimal cost…

Endpoint Protection
• Protection of endpoint devices 

(Windows, Mac, iOS, Android)
• Centrally managed with 

features such as backup 
policies, legal hold, 
device tracking



Cloud Storage – What to Look For

• Heritage of Trust & Operational Excellence 
• Ultra-secure Data Centers 
• Data is always encrypted and never exposed to public internet reducing your risk
• Network locked down so only you have access
• Geo-resilient across multiple data centers for built-in data protection
• Single global namespace with automatic failover
• Advanced network load balancing
• Enterprise-class SLAs for durability, availability and accessibility

HIPAAISO 27001
FISMA
(High)PCI-DSS 3.1SOC 2 

Type II



Work with a vendor who provides you with Today’s solution but can 
provide you evolving solutions and options for Tomorrow.

Vendor Assessment
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